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Your Handy Dandy Tool for Troubleshooting Every Cloud Issue
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| would like to make a phone call (not really)
C Is this local, long distance, or international?

* Which phone am | using?

e ... I's ringing! (cue existential dread)

‘ Did someone pick up? Do | understand them?

@ Why did | call this person in the first place?




| would like to make a network call (really)

Is this across my local network, region, or
oublic Internet?

Is my source my network, or public Internet?

| made the request and it was routed!

‘ Did the call connect on the port / protocol?

Perform the desired action and hang up.



What is this all about?
Mental models help to learn complex things.

Clouds are complicated, so let’s make a model.

Things will go wrong.

How do we resolve our issues?




A

Learning and Mental Models

.'\ 4
A
.

- o

":‘&9 *
I SO
l“E:— .
e -

~ il



Bloom’s Taxonomy

Framework for learning, teaching, and educational achievement

https://www.bloomstaxonomy.net/


https://www.bloomstaxonomy.net/

Gardner’s Theory of Multiple Intelligences

Mix multiple types of
learning to improve
absorption and retention
of new Iinformation.

MULTIPLE
- INTELLIGENCES

Some learning and
teaching methods will be
more effective for
different people.

By Sajaganesandip - Own work, CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=45235609



Clouds are complicated.
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Cloud Networks are Complicated

Spoke VNET

— Internet

Web App
Firewall

Spoke VNET

Subnet

Subnet

VPN
Gateway




Anatomy of a Network Request

Local Network ‘Local Route

'Local Network
'Virtual Network :Across Hub Route: :Virtual Network
:Cloud Service ::irewall

'Cloud Service
Intranet | [Private Endpoint | [Intranet
Internet (VPN?) | [Internet

Internet




Wrong



Issues at the Source

DNS Resolution

ldentify Source Location

‘Local Network
Virtual Network |

:Cloud Service

, Firewall Rules or
\Intranet ) )
L El Network Security Groups




|lssues in Routing

Local Route

Across Hub Route |

-irewall

Private Endpoint \

nternet

Misconfigured Routes
|IP Address Overlaps
Firewall Rules

SSL Proxying
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|Issues at the Target

Firewall Rules or

TocalNetwork Network Security Groups

Virtual Network |

:Cloud Service

Intranet j Permission Issues

Internet




What could go wrong in the cloud?
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ow do we resolve
our iIssues?




Draw a picture of your network (and share it)

Spoke VNET

— Internet

Web App
Firewall

Spoke VNET

Subnet

Subnet

VPN
Gateway




Make a checklist (and share it)

Local Network ‘Local Route

'Local Network
'Virtual Network :Across Hub Route: :Virtual Network
:Cloud Service ::irewall

'Cloud Service
Intranet | [Private Endpoint | [Intranet
Internet (VPN?) | [Internet

Internet




Submit a ticket to the *right* queue

Ops Team Netc\)/\;ork Cloud Preferred
or|T : Vendor Spiritual

Support Firewat Escalation Support
PP Team PP

Know your organization’s process and use it!



Work together to solve the issue

Be excellent

to each other




Write it down so we remember next time
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Thankyou for being here!

Garo Yeriazarian

- @ https://garoyeri.dev
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